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ESET Endpoint Antivirus [
]
| @® ESET Endpoint Antivirus
HERESESE et
- E 2R
g ;‘;{T*”E* FHiF W FIFE T IR SR SRR
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..... HEfEs admin I L
..... el
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- ERENE |
185257 B0 PR (H4)0):
IEEOE AL (V):
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SMTP - SMTP
ESET Endpoint Antivirus SSL/TLS SMTP
SMTP - SMTP
- WindowsR
( ) - WindowsR
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4.4.10.1

)
( % )

e %TimeStamp% -

® %Scanner% -

e % ComputerName% -
°* % ProgramName% -
e %InfectedObject% -
* %VirusName% -

e %ErrorDescription% -
%InfectedObject%  %VirusName%

- Windows
ACSII 7

8 (aeiou)

4.4.11

Windows Update
ESET Endpoint Antivirus

4.4.12
ESET ( ekrn)
ESET Endpoint Antivirus

[ ] -

[ ] -

. [ 1( )

ANSI

Quoted-printable (QP)

"y

% ErrorDescription%

(e.g. windows-1250)
Il?ll)

ASCII

Microsoft Windows

[Windows ]
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4.4.13

[ ] ESET Endpoint Antivirus ESET ESET Remote Administrator
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4.4.14

ESET Remote Administrator (ERA)

ERA ESET Endpoint Antivirus
ESET Remote Administrator (ERAS) ESET
ESET Endpoint Antivirus [ 1>1 R
[ ]
@® ESET Endpoint Antivirus 7| [3a]
1 PSS 5E et
B IRIREIE
. web FIE T35+ [V EE eI EARES (R)
:?g ?;"I HEREERORE G0 0 L
----- Fhe#en B85
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----- ESET Live Grid seeennns
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[ ]
( )- ESET ERAS
- ERA
ERA ESET
ERA ESET
- ERAS IP DNS
- 2222
( ) - ESET Endpoint Antivirus ERA Server 0
5
Remote Administrator - ERA Server )
ERA (
[ERA Console] > | 1>1 D
[ ] ESET Endpoint Antivirus ERA Server
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4.5

[ ] (GUI)
L1

ESET Endpoint Antivirus
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4.5.1
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4.5.3
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4.5.6

ESET Endpoint Antivirus
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5.1 Proxy
Proxy
ESET Endpoint Antivirus Proxy [ ]
Proxy [ ]>[Proxy ] [ ]
ESET Endpoint Antivirus Proxy
Proxy [ Proxy ] Proxy
[Proxy ]
Proxy [Proxy ]
] [ Proxy ] Proxy
Explorer
( )
Proxy [ 1( ] [ ] )
5.2
[ ] ESET Endpoint Antivirus
xml ESET Endpoint Antivirus
ESET Endpoint Antivirus
[ 1>I ] [
[...]
[ 1>I ] [
[ 1 ¢ export.xml)
EARELSRE -2 [l
ESET Endpoint Antivirus B93RTTERTERT T2 ML #2358, dbeTie2 1%
FEER,
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@ BUHEEEE)
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5.3

ESET Endpoint Antivirus

Ctrl+G
Ctrl+1

GUI
ESET Syslinspector

Ctrl+L
Ctrl+S
Ctrl+Q
Ctrl+U
Ctrl+R

F1 [ ]
F5 [

TAB
Esc

5.4

ESET Endpoint Antivirus
ESET

ecls [OPTIONS. .]FILES..

/base-dir=FOLDER
/quar-dir=FOLDER
/exclude=MASK
/subdir

/no-subdir
/max-subdir-level=LEVEL
/symlink
/no-symlink

/ads

/no-ads
/log-file=FILE
/log-rewrite
/log-console
/no-log-console
/log-all

/no-log-all

/aind

/auto

[files
/no-files
/memory
/boots
/no-boots
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/arch

/no-arch
/max-obj-size=SIZE
/max-arch-level=LEVEL
/scan-timeout=LIMIT
/max-arch-size=SIZE
Imax-sfx-size=SIZE
/mail

/no-mail

/mailbox

/no-mailbox

/sfx

/no-sfx

Irtp

/no-rtp

/adware

/no-adware

/unsafe

/no-unsafe
/unwanted
/no-unwanted
/pattern

/no-pattern

/heur

/no-heur

/adv-heur
/no-adv-heur
/ext=EXTENSIONS
/ext-exclude=EXTENSIONS
/clean-mode=MODE

/quarantine

/no-quarantine

/help
/version
/preserve-time

10
50
100

100

(SIZE
)

MB)

(LIMIT (

(EXTENSIONS)

none standard (

(

)
)

(SIZE)
(SIZE

)
( 0=

(EXTENSIONS)

(MODE)
) strict

rigorous delete
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5.5 ESET Syslinspector

5.5.1 ESET Syslinspector

ESET Syslinspector

ESET Syslinspector ESET Security ESET
(SyslInspector.exe)
xml [
] > [ESET Syslinspector] (ESET Remote Administrator )
ESET Sysinspector 10
5511 ESET Sysinspector
ESET Sysinspector ESET Syslinspector.exe
5.5.2
[ ]
( )
& (==& - ESET SysInspector [ [ErE=]
ESETSYSINSPECTOR
- |5E - | EIE- Bz . p—
35 E)E: @merr—re— Elaim 19 2% | S |
WEEE R BLiTPEEEIRE F » smss exe
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-3 BB + System Idle Process ]
- B IEEIR I » System 4
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w0 REHEES e =
T e -
- $25ESE1E » [ wininit exe 596
- MR 4 E CSsS.exe 603
+ [B7] services exe 640
» 8] Isass.exe G52
: » (57 Ism exe BG4
| v [l winlogon_exe 736
» [17] swchost_exe 848
* [E5] nwvsve exe 892 i
< | I 3
[ e\windows\system32\smss exe
SHA1 348FOEDFIBAET0EZ713223113ECCICECITASTDCT -
BRI AR 2009/04/10 2328 H
B 2010/06/21 17:30
BEX| 64000
Bhssr bR L EE RERNA Windows Session Manager
BEfEERs &L R -
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5.5.2.1

ESET Syslinspector

)
ESET Syslinspector

1)

ESET Online Scanner

ESET Syslinspector

ESET
ESET Online Scanner

ESET Sysinspector
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5.5.2.2 ESET Syslinspector

ESET Sysinspector

)
[ ]
[ ]
[ ] [ ]
ESET Syslinspector \?2\
[ ] [ ] (TCP  UDP)
DNS P
[ ] [ ]
[ ] [
[ ] Windows
[ ] Microsoft Windows
Windows /

Program Files

ESET Sysinspector
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55221

ESET Syslinspector

Ctrl+O
Ctrl+S

Ctrl+G
Ctrl+H

1?7 O

© 00 ~NO U~ WN

+
Ctrl+9
Ctrl+0

Ctrl+5
Ctrl+6
Ctrl+7
Ctrl+3
Ctrl+2
Ctrl+1

Ctrl+W
Ctrl+Q

Ctri+T
Ctrl+P
Ctrl+A
Ctri+C
Ctrl+X
Ctrl+B
Ctrl+L
Ctrl+R
Ctrl+z
Ctrl+F
Ctrl+D
Ctrl+E

Microsoft
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Ctrl+Alt+O /

Ctrl+Alt+R

Ctri+Alt+1

Ctrl+Alt+2

Ctrl+Alt+3

Ctrl+Alt+4 ( )
Ctrl+Alt+5

Ctri+Alt+C

Ctrl+Alt+N

Ctrl+Alt+P

F1

Alt+F4
Alt+Shift+F4
Ctrl+1

5.5.2.3

ESET Sysinspector

[ T>I ] [ ]

ESET Sysinspector

®

°

o o |/

o /
o /

° = /

86

ZIP



Bhzse sRikiE

Beifrsdaiih: [CEE]

wi—{EFhEESD 8% Sysinspector-LOG-110725-1042 xml [2 &2 ..

Fras:
AR T B
E#ie7EE
E 135 1EE
- EAYHEIESE
~ RAEE B
» REEEIER

¥

T H HBeIC EnEEE
FH a2 #2FRTAR
1B SPeIC #h
lgsiE 15FRIRE

TB BT EHEE

previous.xml ESET Syslinspector
current.xml

[ 1>1 ]

Syslsnpector.exe current.xml previous.xml

5.5.3

ESET Syslinspector

/gen
/privacy
/zip
/silent
/help, /?

GUI

Syslinspector.exe "c:\clientlog.xml"
Sysinspector.exe /gen
Syslnspector.exe /gen="c:\folder\"
/ Syslinspector.exe /gen="c:\folder\mynewlog.xml"
Syslinspector.exe /gen="c:\mynewlog.zip" /privacy /zip
Syslnspector.exe "current.xml" "original.xml"
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5.5.4

ESET Sysinspector

ESET Syslinspector

o ESET SyslInspector
. ( ) Shift
. [ ]
L]
/
. ESET Syslnspector [ 1>1 ]
. [ ]
554.1
ESET SyslInspector (
[ ] [ ]
5.5.4.2
(ev) GUI (Qv) (Iv)
xml
(
+
01)
UNC *)

01) Runni ng processes:

- \ Syst enRoot\ Syst en82\ snss. exe *4725*

- C\W ndows\ syst enB2\ svchost. exe *FD0O8*
+ C:\ W ndows\ syst enB82\ nodul e32. exe * CF8A*
[-..]

module32.exe ( + )

02)

02) Loaded nodul es:

- c:\wi ndows\ syst enB2\ svchost . exe
- c:\wi ndows\ syst enB2\ ker nel 32. dl |
+ c:\wi ndows\ syst enB32\ khbekhb. dI |
- c:\wi ndows\ syst en82\ advapi 32. dl |
[---1

khbekhb.dll +
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03) TCP
TCP

03) TCP connecti ons:
- Active connection:
- Active connection:
Active connection:

- Listening on *, port 135 (epmap),
+ Listening on *, port 2401, owner:
System
[...]
TCP

04) UDP

UDP
04) UDP endpoi nts:
- 0.0.0.0, port 123 (ntp)
+ 0.0.0.0, port 3702
- 0.0.0.0, port 4500 (i psec-msft)
- 0.0.0.0, port 500 (isaknp)
[...]

UDP

05) DNS

DNS
05) DNS server entries:
+ 204.74.105.85
- 172.16.152. 2
[---1

DNS

06)

06) Inportant registry entries:
* Category: Standard Autostart

127.0.0.1: 30606 -> 127.0.0. 1: 55320,
127.0.0.1: 50007 -> 127.0.0. 1: 50006,
127.0.0.1: 55320 -> 127.0.0. 1: 30606,

owner :

owner:
owner: svchost. exe
fservice.exe Listening on *,

(3 items)

HKLM SOFTWARE\ M cr osof t \ W ndows\ Curr ent Ver si on\ Run
- Hot KeysCnds = C:\ W ndows\ syst en32\ hkcnd. exe
- lgfxTray = C:\ W ndows\systenB2\igf xtray. exe

HKCU\ SOFTWARE\ M cr osof t \ W ndows\ Curr ent Ver si on\ Run
- Google Update = "C:\Users\antoni ak\ AppDat a\ Local \ Googl e\ Updat e\ Googl eUpdat e. exe" /c

* Category: Internet Explorer
HKLM Sof t war e\ M crosof t\ I nternet

(7 itens)
Expl orer\ Mai n

+ Defaul t _Page_URL = http://thatcrack.com

[...]

07)

ekrn. exe
OUTLOOK. EXE

port 445 (m crosoft-ds),

owner :
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07) Services:

- Nane: Andrea ADI Filters Service, exe path: c:\w ndows\systenB2\aeadi srv. exe, state: Running,
startup: Automatic

- Nane: Application Experience Service, exe path: c:\w ndows\systen32\ael upsvc.dll, state: Running,
startup: Automatic

- Nane: Application Layer Gateway Service, exe path: c:\w ndows\systenB2\al g.exe, state: Stopped,
startup: Manual

[...]

08)

08) Drivers:

- Nane: Mcrosoft ACPlI Driver, exe path: c:\w ndows\system32\drivers\acpi.sys, state: Running,
startup: Boot

- Nane: ADI UAA Function Driver for High Definition Audio Service, exe path: c:\w ndows\systenB2
\drivers\adi hdaud. sys, state: Running, startup: Manual

[...]

09)

09) Critical files:

* File: win.ini

- [fonts]

- [extensions]

- [files]

- MAPI =1

o]

* File: systemini

- [386Enh]

- woaf ont =dosapp. f on
- EGA80WOA. FON=EGA80WOA. FON
o]

* File: hosts

- 127.0.0.1 | ocal host
- ::1 local host

(-]

5.5.4.3

[ ] [ ] ESET Syslnspector
%Scriptname%

[ ]
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5.5.5

ESET Syslnspector
ESET Syslinspector

ESET Syslinspector

ESET Sysinspector [

] XML %USERPROFILE%\My Documents\
"Syslnpsector-% COMPUTERNAME%-YYMMDD-HHMM. XML"

1>1

ESET Syslinspector

ESET Syslinspector [ 1>1 ]
ESET SyslInspector ESET Syslinspector
SYSINSPECTOR.EXE
Windows Vista/7

SDK
SDK
ESET Syslinspector
ESET Syslinspector ( )
( ) 1- ( ) 9- « )
6 - «C )
ESET Sysinspector ESET Syslinspector
ESET Syslnspector
ESET Syslinspector ESET
Microsoft Windows
(Rootkit)
Rootkit Rootkit
Rootkit
MS
ESET Syslinspector
ESI CAT ( - %systemroot%\system32\catroot),
CAT CAT
MS
Windows 2000 HyperTerminal C:\Program Files\Windows NT
ESET Syslinspector Microsoft C:\WINNT\system32
\CatRoot\{F750E6C3-38EE-11D1-85E5-00C04FC295EE\sp4.cat C:\Program Files\Windows NT\hypertrm.exe
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(HyperTerminal ) sp4.cat Microsoft

5.5.6 ESET Syslinspector ESET Endpoint Antivirus

ESET Endpoint Antivirus ESET SyslInspector [ 1 > [ESET Syslinspector] [ESET
Syslinspector] (

[ESET Syslinspector]

ESET Syslinspector
[ ]

. XML ( )

5.6 ESET SysRescue

ESET SysRescue ESET Security ESET NOD32

Antivirus ESET Smart Security ESET SysRescue ESET Security

5.6.1

ESET SysRescue Windows Vista Microsoft Windows (Windows PE) 2.x

Windows PE Windows Automated Installation Kit (Windows AIK) Windows AIK
ESET SysRescue (http://go.eset.eu/AIK) 32 Windows PE 64

ESET SysRescue 32 ESET Security ESET SysRescue Windows AIK 1.1

Windows AIK 1GB
ESET Security 4.0 ESET SysRescue
e Windows 7

o Windows Vista

o Windows Vista Service Pack 1

¢ Windows Vista Service Pack 2

e Windows Server 2008

o Windows Server 2003 Service Pack 1 ( KB926044)
e Windows Server 2003 Service Pack 2

e Windows XP Service Pack 2 (  KB926044)

e Windows XP Service Pack 3
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5.6.2 CD

ESET SysRescue [ 1>1 ] >[ESET] > [ESET Endpoint Antivirus] > [ESET
SysRescue]
Windows AIK Windows AIK (
) Windows AIK (http://go.eset.eu/AlK)

Windows AIK 1GB

ESET SysRescue

5.6.3

CD/DVD/USB ESET SysRescue ISO
DVD ( VmWare  Virtualbox )

USB BIOS
( Windows Vista )
\ boot\ bcd
0xc000000e
CD uUSB

5.6.4

ESET SysRescue
[ ool

ESET SysRescue

e ESET Antivirus

. UsB ( USB )
. ( CD/DVD )

MSI ESET Security [ ]
[ 1 [ESET Antivirus]
[ESET Antivirus]), [ ]

5.6.4.1
ESET SysRescue

ISO ISO

- ESET SysRescue
- ESET SysRescue

- ESET SysRescue

ISO

BIOS -

(

CD/
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5.6.4.2 ESET Antivirus

ESET SysRescue CD ESET
ESS/EAV - ESET Security
MSI - MSI
(nup) ESS/EAV
[ ]
ESS/EAV - ESET Security

ESET SysRescue CD
ESET Security

ESET Security

5.6.4.3
[ ] ESET SysRescue CD
(RAM) [ 576 MB] WinPE CD
[ ] ( )
Windows Vista SP1
ESET SysRescue - r 1 ) ( ] )
( *.SysS )

ESET SysRescue
ESET SysRescue

ESET SysRescue CD

5.6.4.4
ESET SysRescue
[ P ] DHCP ( ) P
IP ( IP ) [ ]
[IP ] LAN [
[ DNS 1 DNS
5.6.4.5 USB
USB [ UsB ]

USB )

[ ] ESET SysRescue
USB ESET SysRescue

uUSB
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IMSI

ESET SysRescue CD

[576 MB ] CD

WIinPE

inf

[ DNS ]

USB (



5.6.4.6

CD/DVD [ |
ISO - ESET SysRescue CD ISO
CD/DVD CD/DVD
[ ] CD/DVD
- CD/DVD
5.6.5 ESET SysRescue
CD/DVD/USB ESET SysRescue BIOS
- F9 - F12 /BIOS
ESET Security ESET SysRescue
ESET Security [ 1. [ 1 1
ESET SysRescue
5.6.5.1 ESET SysRescue
(.exe) ESET Security explorer.exe

explorer.exe  Windows
ESET Security

ESET SysRescue ESET SysRescue
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6.1

6.1.1

6.1.2

6.1.3

e Dropper -

Dialer -
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Downloader -

Backdoor -
Keylogger - (

Dialer

)_

ESET



6.1.4 Rootkit

Rootkit
Rootkit
1.
)
2. Rootkit ESET Endpoint Antivirus
Rookit
6.1.5
( )
6.1.6
/
PIN
P2P ( )
) -
6.1.7

ESET Endpoint Antivirus

[ ]
keylogger ( )

Rootkit
Windows

Rootkit (

Spyfalcon

Spy Sheriff (
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6.1.8

(PUA)
( )
. ( )
6.2
1990
( )
6.2.1
6.2.2
ICQ  Skype
(FUD)
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6.2.3

PIN

6.2.4

vaigra

viagra
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